[Tpunoxenue Ne2
K 00s3aTenbHOM nHOpMaLIUU
IUI pa3MeElIeHMs Ha caiiTe

NHOPOPMALIMOHHAA ITAMATKA IS OBYYAIOIHIUXCA
JJIA PASMEINEHUSA HA OOPUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJAOM MOJOJCKHU B MHTEPHETE CTAHOBUTHCA OOJIBIIE, a MIKOJb-
HUKJ OJIHM M3 CaMbIX aKTHMBHBIX IOJIb30oBarenen Pynera. Mexnay TeM, moMuMO
OTPOMHOI0 KOJIMYECTBA BOZMOXHOCTEMN, HHTEPHET HECET U MPOOJIEMBI. JTa IaMsATKa
J0JHKHA TOMOYB TeOe 0€3011acHO HaXOUTHCS B CETH.

KommbrorepHsie BUPYCHI

KoMIIbIOTEpHBINI BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOrpamM,
OTJIMYUTENBHOU OCOOCHHOCTBIO KOTOPOH SIBJIETCS CIOCOOHOCTh K Pa3MHOKEHUIO.
B nononHeHue K 3TOMY, BUPYChl MOTYT HOBPEIUTH WIIM MOJHOCTHIO YHHUUTOXHTh
Bce (hailyibl U JaHHbIE, OJKOHTPOJIbHBIE MOJIB30BATEIN0, OT UMEHU KOTOPOTo ObLiIa
3amylleHa 3apakK€HHas IMPOTrpaMma, a TAaKKe IMOBPEINUTHh WM JAKE YHUUYTOXKHUTH
OTEpaIMOHHYI0 CUCTEMY CO BceMHU (haiimamu B 1esioM. B OosbIIMHCTBE cilydaeB
pPacIpOCTPaHAIOTCSA BUPYCHI 4YEPE3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX IIPOrPAMM:

1. Mcnonp3yii COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocTosiHHO ycTaHaBnvBail mayT (IMGpPOBBIC 3aIIaTKHA, KOTOPHIE aBTO-
MaTHYECKHU YCTaHABJIMBAIOTCS C LEJIbI0 JOPAOOTKH MPOTrpamMMbl) U Ipyrue OOHOB-
JIEHUsI CBOEU omeparmoHHON cuctembl. CkauyumBal UX TOJBKO C O(QUIMATBHOTO
caiita pazpabotunka OC. Ecnu cyiiecTByeT pexkuM aBTOMaTHYECKOro OOHOBJICHMUS,
BKJIFOYH €T0;

3. Pabotait Ha cBOeM KOMIIBIOTEpE MO/ MpPaBaMH MOJIb30BATENA, 4 HE aJMHU-
HUCTpaTOpa. ITO HE MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMM HMHCTAJLIH-
pPOBAaTHCS HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vlcnonp3yil aHTUBUPYCHBIE MPOrPAMMHbBIE MPOAYKTHI U3BECTHBIX MPOU3-
BOJIUTEJICH, C aBTOMAaTUYECKUM OOHOBJICHHEM 0as3;

5. Orpannub GU3NUECKUN JOCTYN K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHEIIHME HOCUTENM MH(OpMaIuu, Takue Kak (ienika, AUCK
WK (ailsl U3 UHTEpHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB,;

7. He oTkpbiBaii KoMIbIOTEpHBIEC (haliiIbl, TIOTYUYCHHBIE U3 HEHAJEKHBIX HC-
TOYHUKOB. Jlaxke Te ¢ailyibl, KOTOpble MpUCIal TBOM 3HAKOMBIN. Jlyylie yTouHu y



HEro, OTIIPABJISLI JIU OH TeOEe UX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJ Niepeaun JaHHbIX, HE TEXHOJOTHs, a BCETO JIUIIb OPEH]I,
mapka. Eme B 1991 romy Huaepianickas KOMIIAHUS 3aperucTpupoBasia OpeH.
«WECA», uto obo3nauano cioBocouctanue «Wireless Fidelity», koTopslii mepe-
BOJMTCS KaK «OECIPOBOIHAS TOUHOCTHY.

Jlo Hamiero BpeMeHH Jouuia Apyras abopeBuarypa, KOTopast sSBJISI€TCS TaKOH
ke TexHojorme. Oto abOpesmarypa «Wi-Fi». Takoe HazBanue OBUIO JaHO C
HAMEKOM Ha CTaHJapT BEICIIEH 3ByKOoBoU TexHUKH Hi-Fi, 9To B mepeBoae o3Havaer
«BBICOKASI TOYHOCTDY.

Jla, 6ecruiaTHbI MHTEPHET-AOCTYN B Kade, OTeIsIX U adpornoprax sIBISETCS
OTJIMYHOIN BO3MOKHOCTBIO BbIX0J1a B MUHTEpHET. HO MHOTHE 3KCIEPThI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetn He sBIIsIIOTCS 0€30I1aCHBIMH.

CogeTsbl 10 O6e30macHOCTH pabOThI B 001Ieq0CcTyMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOYO JIMIHYI0 HHPOpMaIHio yepe3 oommenoctymnabie Wi-Fi
cetn. PaboTtas B HUX, )KeIaTENbHO HE BBOJAUTH MApOJIU JAOCTYIA, JOTHHBI M KaKue-
TO HOMEDA;

2. Vcnonb3yii 1 OOHOBIISII aHTUBUPYCHBIE MTpOrpaMMbl U Opanamayep. Tem
cambIM Thl 00€30macuIlb ce0sl OT 3aKauKH BUpPyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonszoBannu Wi-Fi otkimroun ¢ynkmmo «O0mmin qoctym K (aii-
7am u npuHTepamy». JlanHas GyHKIUS 3aKphITa O YMOTYaHHUIO, OJJHAKO HEKOTOPHIE
MOJIb30BATENIM aKTUBUPYIOT €€ JIJIsl yI00CTBa UCIOJIb30BaHus B paboTe mwin yuede;

4. He wucnons3ydt nyomuuneii WI-FI nns nepegaum JIMYHBIX JTaHHBIX,
HAIpUMeEp 7Sl BBIXO/Ia B COLIMATIbHBIC CETH WU B DJIEKTPOHHYIO TOYTY;

5. Wcnonb3yii TONBKO 3amuieHHoe coeauaenue yepe3 HTTPS, a e HTTP,
T.€. IIpH Habope BeO-aapeca BBOAU HMEHHO «https://»;

6. B moOwisHOM Tenedone otkimoun Gpynknuto «[lomkmouenue k Wi-Fi as-
ToMaTuyeckn». He nomyckail aBTOMaTH4eCKOTO NOAKIIFOUEHUSI YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusl.

CounaibHbie CETH

ConmasibHble C€TH aKTUBHO BXOJSAT B HAIly KM3Hb, MHOTHE JIFOJU pabOTaIOT
U KHMBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUILIHAP]T YEIIOBEK,
4YTO SBJISIETCS OJHOM CeAbMOM BCEX KHUTEIeH IIaHeThl. MHOrue mojab30BaTeIM HE
MOHUMAIOT, 4TO HWH(pOpMamms, pa3MelIeHHAas UMH B COIMAIBHBIX CETAX, MOXKET
OBITH HaliJIeHa U WCIOJIb30BaHa KEM YTOJHO, B TOM YHcCIie He o0s3arensHo ¢ Ona-
TUMU HaMEPECHUSIMU.

OcCHOBHBIE COBETHI TIO 0€30MMACHOCTH B COITMATBHBIX CETSIX:

1. OrpaHuyb CUCOK Apy3el. Y TeOs B Apy3bsAX HE TOJDKHO OBITh CIyYaHBIX



Y HE3HAKOMBIX JIFOJICH;

2. 3amuniail cBOIO YacTHYIO kU3Hb. He ykasbiBail nmapomu, TenedoHsl, aape-
ca, JIaTy TBOETO POXKIEHHUSA U APYTYI0 JUYHYIO UHPOPMAIUIO. 3I0YMBIIIICHHUKA
MOTYT MCIIOJIb30BaTh Ja)ke UH(POpPMAIMIO O TOM, KaK Thl ¥ TBOU POJUTENH TUIaHU-
pyeTE IPOBECTU KAHUKYJIBL,

3. 3amumiail CBOIO pEMyTalMIO - JAEPKH €€ B YUCTOTE M 3ajgaBail cede
BOMPOC: XOTeN OBl ThI, YTOOBI APyTHe MOJIH30BATENIN BUACIH, YTO ThI 3arpy’Kaeib?
[Tonymaii, mpexxe 4eM 4To-TO OIMyOJIMKOBATh, HAIMCATD U 3arPy3UTh;

4. Eciy Thl TOBOPHIL C JIFOJIBMH, KOTOPBIX HE 3HACIb, HE MCIIOJIBb3YH CBOE
peanbHOE UMS U APYTYIO JUYHYIO MH(POPMALMH: HMs, MECTO KUTEIbCTBA, MECTO
yueObl U IPoUEe;

5. Uz0beraii pazmemienus gororpaduii B MiutepHere, rae ol M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanuu B COLMAIBHON CETH HEOOXOAUMO HCIOIb30BaTh CIOXK-
HbI€ IAPOJIH, COCTOSIIINE U3 OYKB U LIM(P U C KOJUUECTBOM 3HAKOB HE MEHee §;

7. Jlid couManbHOM CeTH, MOYTHl U APYTHX CAUTOB HEOOXOAUMO MCIOJIB30-
BaTh pa3Hble Mapoyu. Torna ecau Teds B3JIOMAOT, TO 3JIOYMBINUICHHUKU MOIyYaT
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

DNEKTPOHHBIE IEHBI'U

DJNEKTPOHHBIE IEHBIH - 3TO OYEHb YJOOHBIN crocol miaTexeid, 0OJHAKO Cy-
IIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTST IMOIYYUTh 3TH JICHBIU.

DONEeKTPOHHBIE ACHBIU MOSIBUIMCH COBCEM HEAABHO M UMEHHO M3-3a 3TOTO BO
MHOTMX TOCyAapcTBax 0 CHX MOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (DyHKIMOHHUPYIOT U O HHX YK€ MPOMUCAHO B 3aKOHE, I/Ie
UX pa3/eiaioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. PazHuna B ToMm,
YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJUTH olepaiuu 0e3
UACHTU(UKAIIMY T10JIb30BaTeNs, @ B HEAHOHUMHBIX WICHTHU(PUKAIUS MOJIb30BaTEIs
SBJISIETCS 00S3aTEIILHOM.

Taxxe cnemyeT paznuyarh 3J1EKTpPOHHbIE (pUaTHbIE JEHBIU (paBHBI rocyaap-
CTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHBIC NCHBI'M (HE paBHBI ToCylap-
CTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON paboTe C 3NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsbku K cueTy MOOMIIbHBIN Tene@OoH. ITO caMblil yTOOHBIN U OBICTPBIN
croco® BOCCTaHOBUTH NOCTYN K cueTy. llpuBsizaHHbI TenedoH MOMOXKET, eCiH
3a0yAenb CBOW IUIATEXKHBIA IMApOJIb WM 3aiJielllb Ha CaWT C HE3HAKOMOTO
YCTPOUCTBA;

2. Ucnonb3yr onHopasoBbie napoiu. Ilocne nepexona Ha yCUIEHHYIO aBTO-
puzanuio Tede yxxe He OyAeT yrpoxkaTh OMAaCHOCTh KPakKU WJIM MepexBaTa MIaTex-



HOT'O ITapoJIs;

3. Boibepu cnoxusiii maponb. [IpectymHukam OyneT HE MpPOCTO yrajaaTh
CJIOKHBIN Mapoib. HanexHpie napoiiv - 3T0 MapoJid, KOTOPBIE COAEPKAT HE MEHEE §
3HAKOB W BKJIIOYAIOT B €05l CTPOYHBIE M MPOMUCHBIE OYKBBI, HUMPHI U HECKOJIBKO
CUMBOJIOB, Takh€ Kak 3HaK jojuiapa, (yHTa, BOCKJIMIATEIbHBIA 3HAK M T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaxX, KOTOPBIM HE TOBEPSCILIb.

DnexkTpoHHas moyra

DJIEKTPOHHAS MOYTa - 3TO TEXHOJIOTUS U MPENOCTABISIEMBIE €0 YCIYTH MO
MEPECHUIKE M MOJIYYEHHIO 3JEKTPOHHBIX COOOIIEHHI, KOTOPBIE PACIIPEAEIISIIOTCS B
KOMITbIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBIM MOYTOBBIM SLIUK BBITJSIUT CIHEMY-
IOIUM 00pa3oM: UMs_TOJb30BaTENA(@HUMS_JIoMeHa. Takke KpoMe meperadyu Mmpo-
CTOT'O TEKCTa, UMEETCS BOZMOKHOCTh TepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30IaCHOM PadOTE C IIECKTPOHHOU MOYTOM:

1. Hago BwIOpaTh MpaBWJIBHBIM TOYTOBBIM cepBUC. B HHTEpHETE ecThb
OTPOMHBIN BbIOOp OECIIIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIy4IlE TOBEPSTH TEM,
KOT'0 3HAelllb U KTO IEPBBIM B PEUTUHIE;

2. He yka3piBail B TMUHOM MoYTe JIMUHYIO HHPpopManuio. Hampumep, ydiie
BBIOPATh «MY3bIKaJbHbIN _(paHaT@» min «pok2013» BMecTo «remal3»;

3. Hcnonp3yil ABYX3TallHyK0 aBTOPU3aLMI0. JTO KOrJa IMOMHMO IapoJis
HY>KHO BBOJIUTH KO/, TPHUChUTaeMblil mo SMS;

4. BwiOepu CIOXKHBIN Maposib. 15 KaXq0ro MOYTOBOTO SIIUKA JOHKEH ObITh
CBOW HAJIC)KHBIN, yCTOMYMBBIN K B3JIOMY apOJb;

5. Ecnm ecTh BO3MOXKHOCTh HANMCATh CaMOMY CBOW JIMYHBIA BOIIPOC, HC-
MOJIb3yH 3Ty BO3MOKHOCTb;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SAIIMKOB. IIepBBIN 1U1s1 YacTHOW mepe-
IIACKU C aJpecaramMy, KOTOPBIM Thl AOBEPSEHIb. DTO JIEKTPOHHBIM aApec HE HAJ0
MCIIOJIb30BaTh MIPU PETUCTPALIMK HA (pOpyMax U calTax;

7. He oTkpeiBail (hailyibl ¥ Apyrue BIOKEHUS B MHCbMAaXx, JAXe €CIU OHH
OPUILLIM OT TBOMX Apy3eu. Jlyuiie yTouHM y HUX, OTHPAaBISUIM JIU OHU TeOE 3TU
(haibr;

8. Ilocne oxoHuaHusi pabOThl HA MOYTOBOM CEPBHUCE NEpel 3aKpbITHEM
BKJIAJIKH C CAUTOM He 3a0y/1b HaXKaTh Ha «BeIATHY.

KuOepOyimiHr niin BUPTyanbHOE W3/1€BATEIBCTBO

KubepOymnuHr - mpecineoBaHue COOOIIEHUSIMHE, COAECPKAIIMMHU OCKOpOJIIe-
HUS, arpeccHio, 3alyruBaHUe; XYJIUTaHCTBO; COIMAIbHOE OOMKOTHpOBaHHE C IO-
MOUIBIO Pa3JIMYHBIX UHTEPHET-CEPBUCOB.



OcHoBHBIE COBETHI 10 O0pHOE ¢ KHOEPOYIITMHTOM:

1. He Opocaiics B 60#i. Jlyummit crmoco0: TOCOBETOBATHCS KakK ceOs BECTH H,
€CJIM HEeT TOro, K KOMy MOKHO OOpaTUTbCS, TO BHayaje YCINOKOUTbCA. Ecimu ThI
HaYyHeIlllb OTBEYAaThb OCKOPOJEHUSIMU Ha OCKOPOJIEHUs, TO TOJBKO elle OoJbIle
Paz0oAOKeIb KOH(IIUKT;

2. Ympapisiii cBoel KubeppernyTaiuei;

3. AHOHUMHOCTH B ceTH MHHUMas. CylIecTBYIOT CIOCOObI BBISICHUTBH, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He cTour BecTH XyJUTaHCKUWA 0Opa3 BHUPTyaJbHOW >KU3HU. MHTEpHET
¢ukcupyeT Bce TBOM JIEUCTBUSA U COXpaHsEeT MX. YIaJuTh UX OyIeT KpaifHe 3a-
TPYIHHUTENBHO;

5. Cobmronait CBOIO BUPTYaAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii ennHnuHblii HeratuB. OJIHOPa30BbIE OCKOPOUTEIBHBIE COO0-
IMIEHUs JIy4dlle UrHopupoBaTh. OOBIMHO arpeccus MNpeKpallaeTcs Ha HadalbHOU
CTa/IMH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOXHOCTh OJOKMPOBKHM OTIPABKU COOOILEHUN C OIpe-
TIEJICHHBIX a/IPECOB;

8. Ecnu 11 cBUAETEND KNOEPOyUIMHra. TBOM AEWCTBUA: BBICTYIUTh IPOTUB
peciieIoBaTeNs, oKa3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTHBHO, MO -
JepxKaTh >KEPTBY, KOTOPOH Hy»KHa INCUXOJIOTMYECKas MOMOIb, COOOIIUTH B3pOC-
JBIM O (DaKTe arpeCCUBHOIO MOBEACHUS B CETH.

MoO6unbHbIN TenehoH

CoBpemeHHbIe cMapTPOHBI U MUIAHIIETHI COJIEPkKAT B ce0e BIIOJHE B3POCIbIN
(yHKIIMOHAJ, U TeNepb OHU MOTYT KOHKYpHUPOBAaTh CO CTALIMOHAPHBIMH KOMIIBIO-
tepamu. OfHAKO, CPEJCTB 3aLIUTHl JJI MOJOOHBIX YCTPOMCTB MOKAa OYEHb MaJo.
TecTupoBaHHe M MOUCK YA3BUMOCTEH B HUX IPOUCXOJHUT HE TaK MHTEHCUBHO, KaK
s TTK, To sxe camoe kacaeTcss 1 MOOUITBHBIX TIPHIIOKESHUM.

CoBpeMeHHbIe MOOWJIBHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAIU HAaCTOJIb-
HbI€ aHAJOTW, OJIHAKO pacCIIMpeHHE (PYHKIMOHAJIa BJIeYET 3a €000 OO0JbIIyIO
CJIO)KHOCTh Y MEHBIIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJIUTENU BBITYCKAIOT OOHOBJIEHMS, 3aKpbIBAIOLIUE
KPUTHYECKHE YSI3BUMOCTH JIJISl CBOMX YCTPOWMCTB.

OcHOBHBIE COBETHI J1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:

Huuyero He sBnsiercs mo-HacrosimieMy OecruiaTHbIM. bynb ocTopoXkeH, Benb
Korja tebe mpenyararoT OecIulaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO IJIATHBIE YCIYTH;

Hywmaii, npexzae yem otnpaBute SMS, ¢oro wnu Buaeo. Trl TOUHO 3HAEIID,



r7i€ OHU OyyT B KOHEUHOM UTOre?

HeoOxomumMo OOHOBISATH OMEPAMOHHYIO CHCTEMY TBOETO CMapT(oHa,

Hcnonb3yilt aHTUBUPYCHBIE TPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxail mpuiaoKeHHsi OT HEM3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT

coJiepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00ECIICUEHUE;

[locne Toro Kaxk Thl BBIAJEHIb C CailTa, IJl€ BBOAMWI JIMYHYIO HH(POPMALHIO,
3aiiJTi B HACTPOWKH Opay3epa U yaaim COOKies;

[lepuonnuecku nNpoBepsid, KaKMe IJIATHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBoOil HOMEp MOOWJIBHOTO TeleOHA TOJBKO JIOJSIM, KOTOPBIX ThI
3HAaeUIb U KOMY JOBEPSCIIb;

Bluetooth momkeH ObITH BBIKIFOUECH, KOTJA Thl MM HE TOJb3yelibes. He 3a-
ObIBaii MHOT /1A MPOBEPSITH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPAaCOYHbIE, 3aXBaThIBAIOIME pa3Biicye-
HUA, OOBEAUHSIONIME COTHU THICAY YEJOBEK MO BceMy Mupy. Urpoku uccienyrot
JaHHBIA UM MUp, OOIIAIOTCS APYT C JPYIOM, BBIMOJIHSIOT 3aJaHMs, CPAKAIOTCA C
MOHCTPAaMH M IIOJYYaroT OIBIT. 3a yJOBOJBCTBUE OHHU IUIATAT: MOKYMAKT JHCK,
OIJIAYUBAIOT A00OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OILIUU.

Bce 3TH cpencTBa UAYT Ha MOAECPKAHUE U PA3BUTHE UIPHI, @ TAK)KE HA camy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CHCTEMbl aBTOPU3AIMH, BBITYCKAIOTCS HOBBIE
natuu (nudpoBbie 3arIaTKy 711 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHBIX HWrpax CTOUT omacaTbCsi HE CTOJNBKO CBOMX COINEPHHUKOB,
CKOJIBKO KpaXM TBOEro NapoJjisi, Ha KOTOPOM OCHOBaHa CHCTEMA aBTOPHU3aLUU
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Ecnm apyroil Urpok BeAeT ceOs MIOXO0 WM CO3AaeT Te0e HEMPUSITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxamyics anMUHUCTpAaTOpaM WIPbl HAa IUIOXOE€ IIOBEIECHHUE HTOTO
UTPOKA, XKEJIATEIBHO MPUIIOKUTh KaKHE-TO JI0Ka3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3wpiBail muunyro nHbOpMaIio B podaiiie urpsl;

4. YBaxay Ipyrux y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeoduIMaabHbIC MATIYN U MOJIBI;

6. Hcronbp3yil C10KHBIE U Pa3HBIE APOJIH;

7. Jlaxxe BO BpeMsl UTpbl HE CTOUT OTKJItOUaTh aHTUBUpYC. [loka ThI urpa-
€lllb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIK KpaXka JIMYHBIX TAHHBIX

OOBIYHOM Kpakel JEeHEeT M JOKYMEHTOB CEroJHsS YK€ HUKOTO HE YAWBHIIb,



HO C Pa3BUTHUEM HHTEPHET-TEXHOJOTMU 3JI0YMBINUICHHUKN MEPEMECTUINCH B WH-
TEpHET, ¥ MPOJI0JDKAIOT 3aHUMATHCS «ITIOOMMBIMY JIETIOM.

Tak mosiBHJIach HOBasi yrpo3a: WHTEPHET-MOILIEHHUYECTBAa WU (DUILIMHT,
rJIaBHAas 11eJIb KOTOPOTr0 COCTOUT B MOJYyYEHUU KOH(DUICHIHUATBHBIX JAaHHBIX MOJb-
30BaTeliel - JIOrMHOB W maposieir. Ha anrmumiickom s3pike phishing umraercs kak
¢ummHT (o1 fishing - peiOHas oy, password - mapoib).

OcHOBHBIE COBETHI 110 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciau Thl moJ03peBaeilb, 4TO TBOSI AHKETA
ObL1a B3JI0MaHa, TO HE0OX0IUMO 3a0JIOKUPOBATH €€ U COOOIIUThH aIMUHHUCTPATOPaM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Wcnonb3yil 6e3omacHble BeO-CaliThl, B TOM YUCJIE, UHTEPHET-MAra3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonp3yil cioxkHble U pasHble napoiu. Takum oOpas3oMm, ecnu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHHUKH IIOJIy4aT JOCTYH TOJBKO K OJTHOMY TBOEMY IIpO-
(w0 B ceTu, a HE KO BCEM;

4. Ecnu Tebs B3OMalld, TO HEOOXOIUMO MPEAYNPEAUTh BCEX CBOMX 3HAKO-
MBbIX, KOTOpbIE J0OaBJIEHbI y T€Osl B APY3bsX, O TOM, 4TO T€Os B3JIOMajd U, BO3-
MOHO, OT TBOEr0 MMEHHU OYAET pacchUIaThCsl CIaM U CCHUIKM Ha (DUILIMHIOBBIE
CalThI;

5. Ycranosu HaaexHsii naposb (PIN) Ha MOOWITBHBIH TenehoH;

6. OTKIIIOYM COXpaHEHUE Naposis B Opaysepe;

7. He oTkpeiBail (pailyibl M apyrue BIIOKEHHS B MUCbMax, JaXe €CJIH OHH
MPUIUIA OT TBOMX Jpy3eil. Jlyumie yrouHu y HHMX, OTNPABISIM JIM OHU TeOE 3TH
(aibl.

[udporas penyrarus

HudpoBasg penmyrauus - 3TO HEraTUBHAs WU MO3UTHBHAs MHGOpMALMS B
cetu o Tedbe. Kommnpomerupyromas nHpopmaius, pa3MelieHHas B UHTEPHETE, MO-
KET CEpPhE3HBIM 00pa30M OTPA3HUTHCS HA TBOEW peanbHOU ku3Hu. «[{udposas pe-
myTanus» - 3TO TBOM UMUK, KOTOPBIA (hopmupyercs u3 uHpopmanuu o Tede B
UHTEPHETE.

TBOE MecCTO KUTEIbCTBa, yueObl, TBOC (PMHAHCOBOE TMOJIOKEHUE, OCOOCHHO-
CTH XapakTepa U pacckasbl 0 OJM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JETKOMBICJIEHHO OTHOCSTCS K MyOJUKALMK JIMYHON WH-
dopmaruun B MHTEpHeTEe, HE NMOHUMAs BO3MOXKHBIX ITOCISACTBHMA. ThI Jake He
CMOJKEIIb J0raiaTbCsi 0 TOM, uTo (oTorpadus, pazMenieHHas 5 JIeT Ha3aj, craia
MPUYMHON OTKa3a MPUHATH T€0s Ha PadoTy.

KommenTapuu, pasmemnienue TBoux Qororpaduii u apyrue AEHCTBUS MOTYT
HE UCYE3HYTh JAaXKe MOCJE TOr0, Kak Thl UX yIadullb. Thl HE 3HACIIb, KTO COXPaHUII



3Ty “H(OpMaLNIO, TOTaNa JIM OHAa B MOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIU OHA, a
[JIaBHOE: YTO MOAYMAKOT O T€0€ OKpYXarolue JIFOJH, KOTOPbIE HAWIYT U YBUAST
sT0. HaliTu MH(pOpMalnio MHOTO JIET CIYCTS CMOXET JI000HM - Kak U3 J0OphIX
noOyXI€HHM, TaK U C HAMEPEHUEM ITPUUYUHUTD BpEl. ITO MOXKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI 110 3alIUTE HUPPOBOM peIyTallUu:

1. Tlomymaii, mpexxe 4emM 4To-TO MyOJIMKOBATh U MepeaaBath y ceds B Oyore
WM B COLIMAJILHOM CETH;

2. B macTpoiikax mpoduis yCTaHOBH OTPAaHHYECHHUS HA MPOCMOTP TBOETO
npoduUIs ¥ €ero COAEP>KUMOTO, ClIeTIail €ro TOIBKO «JJIsSl IPY3€ein»;

3. He pasmemaii u He yka3piBail HHGOpPMAIUIO, KOTOpas MOXKET KOTO-JIH00
OCKOPOJISATH WM OOMKATh.

ABTOpCKOE MpPaBO

CoBpeMeHHbIE IIKOJbHUKH - AaKTUBHBIE IMOJb30BAaTEIN LHUQPPOBOTO TIPO-
ctpa”cTBa. OMHAKO JTaJEKO HE BCE 3HAKOT, YTO MOJB30BAHME MHOTMMHU BO3MOKHO-
CTAMHU LU(POBOTO Mupa TpedyeT COONIOACHHS MPaB HA MHTEIUIEKTYyaJbHYI0 COO-
CTBEHHOCTb.

TepMUH «HMHTEIJIEKTyallbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOI0 yMa, HauMHas C HOBBIX M300pETEHHI U 3HAKOB, 000-
3HAYAIONIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTU, U 3aKaHYMBas KHUTaMH, (o-
TorpadusMu, KHHOPUIbMaMHU U MY3bIKaTbHBIMH MPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEIUIEKTyalbHYI0 COOCTBEHHOCTH Ha
MIPOU3BEACHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYIIAKOT B
KauecTBE rapaHTHH TOTO, YTO MHTEIIEKTYalbHBIA/TBOPUECKUNA TPYJ aBTOpa HE Oy-
JI€T HampacHbIM, JAaCT €My CHpPABEMJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTa-
Tax CBOEr0 TPY[a, MOJYYUTh U3BECTHOCTh W mpusHaHue. Hukrto 6e3 pazperieHus
aBTOpa HE MOXET BOCIIPOU3BOJUTDH €0 MPOU3BEECHUE, PACIIPOCTPAHSITD, MTYOIUYHO
JIEMOHCTPUPOBATh, MPOJIaBaTh, MMIOPTUPOBATh, IMyCKaTh B MPOKAT, IMyOJIUYHO
UCTIOJIHATD, TOKA3bIBATH/UCIIONHATH B Adupe Win pazMeniats B UHTEepHETE.

Hcnonb3oBaHne «MUPATCKOrO» MPOrPaMMHOTO OOECIIEUEHHS] MOKET IPHUBE-
CTH K MHOTHM pPHCKaM: OT MOTEPU JTaHHBIX K TBOMM aKKayHTaM /0 OJOKHPOBKH
TBOETO YCTPOMCTBA, I/l YCTAHOBJIEHA HeJlerajbHas nporpamma. He crout taxxke
3a0bIBaTh, UYTO CYIIECTBYIOT JIErajibHble M OECIUIaTHBIE MPOrpaMMbl, KOTOPHIE
MOKHO HAUTHU B CETH.

O nopraine

CeteBU4OK.p( - TBOI TTIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOKEIIb Y3HATH O
0€30MacHOCTH B CETH TOHSITHBIM M JOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKON CHUTyallMl OOpaTUThCS 32 COBETOM. A TakKe MPHUHATh y4acTHUE B
KOHKYpCaX U CTaTh CaMbIM ITU(DPOBBIM Ipak JaHUHOM !



